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PREFACE

This is a draft specification of the Internet Protocol. Many people -
have contributed the concepts and ideas ewbodied in this specification,
credit should go to at least the follouwing: Yint Cerf, Danny Cohen,
Dave Clark, Dick Hatson, and Ray Tomlinsan.
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1. INTRODUCTION

The Internet Protocol is designed for use in interconnected systems of
computer communication packet-suitched netuorks. The internet protocol
provides for transmitting segments of data from sources to destinations,
where sources and destinations are identified by wariable length
addresses. The internet protocol also provides for fragmentation and
reassembly of long seqments, if necessary, for transmission through
"emall packet" netuworks,

1.1. History

This protoco! has been developed as one result of the ARPA sponsored
internetuork experiments program. The history until January 1378 is
the history of the host-to-host protocol TCP.

The first publication of the ideas on which TCF is based uas a paper
in the IEEE Transactions on Communications by Cerf and Kahn in
1874 [1). Later that year a protocol specification was published by
a group led by Cerf at Stanford University [2]. A second
specification was prepared in 1976 by a group led by Postel at SRI
for the Defense Communication Agency for the AUTODIN 11 nmetuwork [3].
In 1977 Cerf, at ARPA, prepared a substantial revision of the TCP
specification [41. Recently Postel revised Cerf’'s revision to
distinguish the internet aspects from the host-to-host aspects [5].

Since January ideas about the internet protocol have continued to
evolve an tuo documents were circulated by Postel [2] and Cerf [3].
The present specification draus on both of these and the discussions
of the Internetuork Werking Group., A brief memo on a revision of TCP
in light of these developments uwas circulated by Cerf [18].

1.2. Scope

The internet protocol is specifically limited in scope to provide the
functions necessary to deliver a package of bits (an internet segment)
from a source to a destination over an inconnected suystem of netuorks.
There are no mechanism to promote relibility, flou control,
sequencing, or other services commonly found in host-to-host

protocols.
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The protocol is intended to be utilized in gateways that interconnect
sotls of netuorks.

1.3. Documentation

No documentation beyond that cited in the History Section (1.1) above
is knoun. Those documents do provide some background, as do a series
of uworking notes circulated in the ARPA research community. These
notes are called Internetuork Experiment MNotes (or 1ENs) and are
col lected into an Internet Notebook.

l.4. Interfaces

This protocol is called on by host-to-host protocels in an internet
environment. This protocol calls on local netuork protocols to carry
the internet packet to the next gateway or dastination host.

For example a TCP module wuould call on the internet module to take a
TCP segment (including the TCP header and user data) as the data
portion of an internet segment. The TCP module would provide the
addresses and other parameters in the internet header to the Internet
module as arguments of the call. The internet module would then
create an internst segment and call on the local network interface to
transmit the internct segment.

In the ARPANET case, for example, the internet module would call on a
local net module which would add the 1822 [eader [B] to the internet
segment creating an ARPANET message to transmit to the IMP.

1.5. Operation

The internet protocol implements tuwo basic functions: addressing, and
fragmentation.

The internet modules use the addresses carried in the internet header
to transmit the internet packets toward their destinations. The
selection of a path for transmision is called routing. Routing is not
a topic discussed by the internet protocol (at least not this version
of it}.

The internet modules use fields in the internet header to fragment and
reassemble internet packets when necessary for transmission through
"small packet" netuworks.

The mode] of operation is that an internet module resides in each host
engaged in internet communication, and in each gateway that
interconnects ne tuorks. These modules share common rules for
interpreting address fields and for fragmenting and assembling

[Fage 2] Postel
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internet packets. In addition these modules {especially in gateways)
may have procedures for making routing decisions, and other functions.

The interpet protocol uses four key mechanisms in providing its
service: Tupe of Service, Time to Live, Options, and Header Checksum.

The tupe of service is used to indicate the quality of the service
desired, this may be thought of as selecting betueen Interactive,
Bulk, or Real Time, for example. This type of service indication is
to be used by gateuways to select the actual transmission parameters
uhen routing an internet packet through a particular netuork.

The time to live is an indication of the lifetime of an internet
packet. It is set by the sender of the packet and reduced at the
points along the route where it is processed. If the time to live
reaches zero before the internst packet reaches its destination the
internet packet is destroysd. This time to live can be thought of as
a self destruct time limit.

The options provide for control functions needed or useful in certain
situations, but not nesded for most communications. The options
include provisions for timestamps, error reports, and special routing.

The header checksum provides a verification that the information used
in processing internet packets has been transmitted correctlu. The
data may contain errors. 1f the header checksum fails the internet
packet is discarded at once,

The internet protocol does not provide a reliable communication
facilituy. There are neo acknouledgements either end-to-end or
hop-bu-hop. There is no error control for data, only a header
checksum. There are no retransmissions. There is no flouw control.

The internet protocol treats each internet segment as an independent
entity unrelated # any other internet segment. There are no
connections, or logical circuits.

Postel [Page 3]
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2. PHILOSOPHY

Z2.1. Lessons Learned

It is still wery early in the game to say much about lessons learned,
but we will make the following observations:

Addressing:

All addressing informations should be on the outermost envelope,
i.o. in the internet header.

Fragmentation:

Fragmentation must be in the domain of the gatewaus, uyet the
gateuays must have the least possible knouwledge of end-to-end
protocols. )

Features:

The outermost protocol (i.e. internet protocel) must make no
assumptions about the type of service the application desires.

For example, it would have been easy to have the header checksum
bhe instead a internet segment checksum, but it might be desired by
some application to have data delivered even if it contains
Errors.

Z2.2. Related lork

The TCF development cited in the History Section (1.1] is closely
related to this work. Dther work on the interconnection of netuorks
can be found in the reports of the International Network Working Group
[111.

2.3. Mechanisms Explained

Addressing

A distinction is made bestusen names, addresses, and routes [12]. A
name indicates what ue ssesk. An address indicates where it is. A
route indicates houw to get there. The internet protocol deals only
with addresses. It is the task of higher level (i.e. host-to-host
or application) protecols to make the mapping from names to
addresses. It is the task of lower level [(i.e. local net or
gateways) procedures to make the mapping from addresses to routes.

Addresses are variable length in multiples of octets, the source and

Fostel [Page 51



DRAFT _ June 1378
Internet Protocol
Philosophy

destination acddresses may be of different lengths. An address
begins with an one octet netuork number. Follouing the netuork
number the address is composed of fields appropriate to the
specified netuork.

For example, in the ARPAMET the network number is to be fol loued
by an one octet IMP pumber and that followed by a tuo octet host
numbier. It is expected that individual hosts will specify
additional address fields to distinguish different protocol
services and applications.

Fragmentation

Fragmentation of an internet segment may be necessary when it
originates in a local net that allous a large packet size, and must
traverse a local net that limits packets to a smaller size, to reach
its destination.

An internet segment can be marked “don't fragment". Any internet
segnent so marked is not to be internet fragmented under any
circumstances (housver, intranet fragmentation may be used, that is
a fragmentation and reassembly across a local network wuwhich s
invisible to the internet proteocol medulel, If such an internet
segment can not be delivered to its destination without fragmenting
it, it is to be discarded instead.

The internet protocol fragmentation procedure utilizes information
in three fields of the internet header: the identification, the
more-fragments-flag. and the fragment offset.

The sender of 2n inlernet segment sets the identification field to a
value that must be unigue for that source-destination pair for the
time the segment will be active in the internetwork system. The
originator of a complete .segnent sets the more-fragmentis-flag to
zero, and the fragment offset to zero. ¥

To fragment a long internet packet, an internet protocol module (for
example in a gateway), creates tuo new internet packets and copies
the contents of the internet header fields from the long packet into
both new internct headers. The data of the long packet is divided
into tuwo portions on @ & octet boundary (the second portion might
rnot be an even multiple of 8 octets, but the first must bel. Call
the number of & octat blocks in the first portion NFB (for Number of
Fragment Blocks). The first portion of the data is placed in the
first neuw internet packet and the total length field is set to the
correct walue. The more-fragments-flag is set to one. The second
portion of the data is placed in the second new internet packet and
the total length  field is set to the correct wvalue. The

[Page Bl Postel
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more-fragments-flag carries the sams value as ths long packet. The
fragment offset field of the second new internet packet is set to
the value of that field in the long packet plus NFB.

This procedure can be generalized for an n-way split, rather than
the tuo-uay split described.

To assemble the fragments of an internst segment an internet
protocol module (for example at a destination host) combines
internet packets that all have the same value for the three fields:
identification, destination, and source. The combination is done by
placing the data portion of each fragment in the relative position
indicated by the fragment offset in that fragment's internet header.
The first fragment wuill have the fragment offset zero, and the last
fragment will have the more-fragments-flag reset to zero.

2.4. Functional Specification of Interfaces

The following diagram illustrates the place of the internet protocol
in the protocol hierarchy.

s Fom——— e + fooma +
ITelnet! ! FTP ! Woice! ... ! !
i s s e + fomm—— +
I I ! I
L 4 fm———— + SECERE +
1 TCP ! AT E s A !
fmm——— + o e + O ¥
i I 1
o e ——————— +
! Internet Protocol !
N +
I
PR el o SR L e e T e e 3
! Local Netuork Protocol !
e e e ————————— +

Protocol Relationships
Figure 1.
Internet protocol interfaces on one side to the higher level

host-to-host protocols and on the other side to the local netuwork
protocol.
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2.5. Problems Remaining
Major Items

A formal specification system must be selected and the formal
specification created,

The protoceol must be verified.

Implementation recommendations must be provided.

Examples and scenarios must be created.
Technical Points

Source Routing

It is thought that in sone cases the sender may wish or need to
spiecify  the route to be traversed through the internetuork system
rather than the address of the destination. Current plans call
for an option to be developed to carry such information.

Longer Addresses

In some cases it may be desired to use even longer adddresses than
are permitted in the regular internet header address fields.

Tupe of Service

The types of service classes (including priority) are yst to be
cdefined.

Header Checksum
The header checksum algorithm must be defined.
Options
Additional options are to be defined.
Short Form Addresses
The addressing procedure of this version of the internet protocol
requires that each address begin mith the network field, it might

be useful to allou short form of addressing when an  internet
message is to be delivered within a smaller environment.

[Page 81 _ Fostel
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eatment of Errors
The development af error reporting conventions is needed.

Future Directions

Examples & Scenarios
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3. SPECIFICATION

3.1. Formalisms Explained

2772
32.2. Formal Specitfication
777
3.3. Internetuork Header Faormat

A summary of the contents of the internetwork header followus:

B 1 2 3

B1234567839B12345E67830812345E6783981
B L Tt O e e s e S SEOE

Wersion! IHL !Header Checksum! Total Length I
U T U SO S T SN S S S S SR S ST SRS S SRS Y SRR ST SRR B S SR B S B

= 'Type of Service! |dentification!Flags! Fragment Offset !
(ﬁ S e e T o B e e e
' Time to Live ! Pointer ! DaL ! SAL i
o s ks k2 e e

! Destination Address !
T S S S S S e S T e At e At

! Source Address !
R SO A T UL ST O OUGE ST NS RN TP Tt SRUT WK SRR SR SR RSO S SR A S S s

! Options ! Padding !
R T s e L T B e s B e e e e

Example Internet Packet Header
Figure 2.
Note that each tick mark represents one bit position.

Version: 4 bits

b

There is a Yersion field which indicates the "shape", or format, of
the internet portion. This is version 4.

[HL: & bits -

Internet Header Length is the length of the internet header in 32
bit words, and thus points to the beginning of the data.

Postel : [Page 11]
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Header Checksum: & bits

A checksum  on the heacder only. Since some header fields may change
this is recomputed and verified at each point the internet header is

processed.

Total Length: 16 hits

Total Length is the length of the packet in octets including
intornet header ond data.

Type of Service: & bits
Tupe of service.

Bits B-B: To be defined later.
Bit 7 Don't Fragment This Segment (DF).

81234567

Lt Tl e e T e Tt Lk
L ol . AmeEnT
Lo o B ttatatoa Fil

o= m i o e o = o
ldentification: & bits

An icentifying value assigned by the sender to aid in assembling the
fragments of a 5egmentu

Flans: 3 bits
Various Contrel Flags.

Bit B: Dptions Present (OP).
Bit 1: To be defined later.
Bit 3: More Fragments Flag (FF).

812
+=t=d=+
0 . Nt
IE: < Fl
F=d=d=-

Fragment Offset: 13 bits

This field indicates where in the segment this fragment belongs.
The fragment offset is measured in units of 8 octets (B4 bits).

[Page 121 Postel
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Time to Live: & bits

i This field indicates the maximum time the segment is allouwed to

regain . the internatuock system. If this field containas the value
zerp then the segment should be destroyed. This field is modified
in internet header processing. The time is measured in units of
BEconds,

Pointer: 8 bits
A pointer into the destination address which indicates the next
pctet to be used in address for route processing. This field may be
modl fied in such processing.

OAL: B8 bits
Destination Address Length in octats.

SAL: B8 bits

(I = Source Address Length in octets.

Destination Address: wariable

The destination atdress., DAL octets in length.

Source Address: wariable

The source address, SAL octets in length.

Postel [Page 13]
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Opiions: wariahle

The option field i3 wariable in length. The format is. an
option-type octet, a tength octat, and the actual option octets.
Although |t is not clear that gny option can be inserted at a point
that could fnat also recompute the hegder checksum the sbility to
have unchecksummed options is providad.

The high order bit of the option-type octet, if set, indicates that
the option should NOT he included inm any checksum. The length
octet, which follous, includes the eptlon-type octet and the length
pctet in the octet count of the optien length.

Tha optien=-type oclet can be viewed as having 3 fields:
1l bit checksum exclusion flag,
Z bits option class,
5 bits option number.

The option classes are:

B = contral

1 = internet error

2 = experimental debugging and measurement
3 = reserved for future use

The following internat options are defined:

CKSUM CLASS NUMBER LENGTH DESCRIPTION

. - | e+ R N G

5] %} 8 - End of Option list. This optlon
occupies only 1 octet; it has no length
octet.

B B 1 - Padding. This option occupies only 1
octet: It has no length octet.

%] 1 1 - General Error Aeport. Used to report
errors in internet packet processing.

X 2 i var. Internet Timestamp, Used to accumulate

timestamping information during internet
transit., The length fleld is variable
and may change as the internet packet
traverses the netuorks and gateuays of
the internei systbem.

M 2 5 war. Satellite Timestamp. Used as above for
special satellite netuwork testing.

[Page 141 ‘+ Postel
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Specific Option Definitions

End of Option List

dmmmm +
!

gopopBeg !

This option code indicates +the end of the option list. This
might not coincide with the end of the internet header according

to the internet header length.

Fadding
o +
1B0esRael !
$ommmm e +

This eption code can be used betusen options, for example, to
align the begining of a subsequent option on a word boundary.

General Error Report

Postel

The general error report is used to report an error dected in
processing an internet packet to the originator of that packet.
The "err code" indicates the type of error detected and the "id"
is copied from the identification field of the packet in error,
additional octets of error information may be present depending

on the err code.

ERR CODE:

No specific err codes have been defined as yet.

Internet Timestamp

+-——————- e o —— Fm— o ——— ffmmmm e +
1x1888188! length ! P 3 T e ? !
d——— = fmmm Fo—mmm— - o F e +

No information is available on the specific format of
Timestamps. .

[Fage 1G]
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Satellite Timeztamp

Fommmm == e Fmm—m fommmm——— Fm—————— e +
11888181 length ! ? ! ? ! ? !
o T Fommmmmm ettt m—m— F e +
Mo information is available on the specific format of

Timestamps.
Padding: wariable

The Padding field is used to ensure that the data begins on 32 bit
boundary. The padding is zero.

3.4. Discussion

The basic internct service is datagram oriented, and provides for the
fragmentation of pockets at gateways, with reassembly taking place at
the destination internet protocol module in the destination host. Of
course, fragmentation and reassembly of datagrams within a netuwork or
by private agreement between the gateways of a netuork is also alloued
since this is transparent to the internet protocols and the
higher-level protocols. This transparent type of fragmentation and
reassembly is termed "netuork-dependent” {or intranet) fragmentation
and is not discussed further here.

Addressing is confined to the internst header at least for the current
host-to-host protocols such as TCP and tuwo undefined but planned
protocols: datagram protocol (DGP) and real-time 'protocol (RTP).
This strategy wuill better support multi-protocel synchronization uhen
this is required for multi-media teleconferencing.

Addressing

The internet packet format has wvariable length source and
destination address fields. It is expected that the address fields
will be the complete specification of the address including
specifying the network and host., [n addition information to select
a particular protocol process within a host and other multiplexing
information, such as a port number, is expected to be carried in the
address fields. Carrying the port addresses in the internet header
allows the same socket addresses to be used under the control of
different host level protocals, which will be advantageous in
developing synchronization strategies for multi-media conferencing.

An address is a variable length quantity (in multiples of octets).

It is intended for the first octet of an address to be interpreted
as 3 netuork identifier, and that the rest of the address identifies

[Page 16) Postel
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a2 host within that netuork. The address field is allouwed to be even
longer  than that with the view that a host may multiplex betueen
several functions, or further route messages based on the additional
address bits.

If a host were to support tuo instances of TCP  they could be
cassigned distinct addresses by using an additional octet of
aiddress beyond that needed to identify the host. Other examples
of such processes are the XNET (cross-netuwork debugger) server
process, the gateway control process, or the packet echoer
process, There is also the possibility of placing another uwhole
layer of addressing hierarchy in this position.

The 8 bit netuosrk number, which is the first octet of the variable
length address, has a value as specified in RFC 739 [7]. In any
case the latest information can be obtained from Jon Postel.

The format field of previous versions of the internet header used to
distinguish the next higher level of protocol (e.g. TCP or RTP) has
been eliminiated in favor of doing this demultiplexing of incoming
internet segments to the proper protocol specific modules on the
basis of the address field.

Fragmentation and Reassembly.

The internct identification field, (1D}, is used to identify packet
fragments for reassembly.

The flag bit MF is set if the packet is not the last fragment (i.e.
there are Hore Fragments). The Fragment Offset field identifies the
fragment  number, relative to the beginning of the original
unfragmented packet. Fragments are numbered in units of 8 octets.
The fragmentation strategy is designed so than an unfragmented

packet has all zero fragmentation information (AF = B, fragment
offset = B). I[f an internet packet is fragmented, its text field

must be broken on & octet boundaries.

In earlier versions of this scheme, it was proposed that only & bits
be used for fragment offset. The fragments would be numbered In
units of b4 octets. This would support packet lengths up to
(2B e (2908) = Zanld = 16,384 cctets. [MNote that the segment total
length field allous segments up to 2¢#lG = 65,536 octets.] This
strategy could lead to serious inefficiencies in the transport of
fragments, since the unit of fragmentation is so large (512 bits).
For example, an ARPAMET packet could hold at most one 512 bit
portion of a segment. Since a typical internet header is most
likely 224 bits long, fragments carried as type 3 ARPANET packets
could have an efficiency of 512/(2244512) = B.78 [and that is not

Fostel [Fage 171
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counting the TCP header of 128 bits which would cause efficiency to
drop to 384/ (224+128+4384) = B.52 for the first fragment].

To reduce the potemtial inefficiency of fragmentation, this format
allous 2313 = B192 fragments of & octets cach for a total of B5,536
oclets. [Note that this is consistent with the the segment total

length field.] Fragmentation under this scheme has an efficiency of
736/ (226+736) = B.77 for internet packets carried in ARPANET tupe 3
packets [and GB3/(22641284683) = B.E3 for the data in the first
fragment of a TCP segment]. 0f course, efficiencies higher than
this are possible for systems whose minimum packet size is larger
than 1BHB2 bits.
Lhen fragmentation occurs, options are generally not copied, but
remain with the first fragment. For concreteness, an example of a
fragmented packet is illustrated in exanple 2 below.
The fields which may be affected by fragmentation include:

(1} option flag

(2} options field

{3} mere fragments flag

4) fragment offset

(5) internet header length field

(G} total length field

(7) header checksum

Type of Service

The type of service (T0S) is for internet service control. The
Don't Fragment (0OF) bit is set if internet fragmentation of this
packet is NOT permitted. This can be used to prohibit fragmentation
in cases where the receiving host does not have sufficient resources
to reassembly internet fragments.

In the future this field is to carry information about priority, and

Service Class. Current thinking suggests that service classes might
‘be characterized by terms like Interactive, Bulk, and Real Time.

[Page 18] Postel
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Time

* The time to live is set by the sender to the maximum time the
segment is allousd to be in the internetwork system. [f the segment
is in the internetuork system longer than that the segment should be
destroyed. This field should be decreased at each point that the
internot  header  processed to reflect the time spent processing the
scgment. Evern if no local information is available on the time
actually spent, the field should be decremented. The time is
measured in units of seconds (i.e. the valus 1 means one second).
Thus the maximum time to live is 255 seconds or 4.25 minutes.

Dptions

The flag bit OP for Options Present is set if options are present in
the internet header. i

The options are just that, optional. That is, the presence or
absence of an option is the choice of the sendsr, but each internet
module must uvnderstand how to process every option.

( Checksum

The internet header checksum is recomputed i f the internet header is
changed owing to additions or changes to internet options or due to
fragmentation or a change to the address pointer field. This
checksum at the rauw internet level will protect the internst header
fields from transmission errors.

The checksum algorithm is:

777
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3.5. Examples
Example 1:

This is an exauple of a reasonably minimal {though not absolutely
minimall internst segment,

B 1 2 3
B12345678981234567898123456788981
s s B B e e e M Sl Lo Dt oty S St Rl vttt ot ot s s Gvmis oy s e st s 2

IWer= 4 llHL= 5 !Header Checksum! Total Length = 28 !
T s e e TR St e S L e e et o e e ot (ot
! TOS = 1 ! Id = 111 IFlg=8! Frag Off = B !
B I N RS ST ST SOOI SN S EONT T RASE U ST TP ST WA SURE N WU S S S I B B BRI A A
! Time = 123 ! Pointer = 2 | DaL = 4 ! SAL = 4 !
T e e e e Tt T T B e e e s S S S e Et S
! destination address !
B T e e B B B e T e e e Tt ot
1

spurce address 1

e e T s st T B e e T e i St Tt Bt Pl it St Bk il st
data . !
—t—t—F—F—F—F—F—d—f=f b= p—d b f o = ==
data !
H+—t—t—t—F—F+—t—F—Ft—t—F ===t =t =t —F =t —F -ttt —t=b ==t == —t—t—t—+

i |
+

st i
1
+

Example Internet Packet Header
Figure 3.

Mote that each tick mark represents one bit position.
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first an moderate size intern

et

==

gment

n tuo internet fragments that might result
from the fragmentation of this segment.

2

3

123458789081 23456789P123456789861

S S T T T T Tt o e e S s et Et Lt e s

Wer= 4 L[HL= B IHeader Checksum!

+
!
+
!
-+
!

+
!

Total Length = 767

B

B e s e o B e et e e et et o Sl Bt el

105 = 1 !

ld =

111 (Fig=0!

Frag Off = B

BTG WY SR S S ST ST S S S S S TS
1

Time = 123

Paointe

r=3 | DAL = 5 ! SAL =

B

B T o et ol T T B et e e e S i ot L

te

stination address

e T ok e st e e A R ok s o St ol Sl Rt st s st (ol phe st et ol s e

dest. cont. 1

e R T T TR T TR R

source

cont.

R Tt =

T T T S S S S S e

T e

B e o e T B e e e

data

L s e T S S e B e et

Fostel

Example

sogurce address
T e o o e L e Sk ot oy
! padding = 8
S st St S S
data
B T T Tt S e e St s
data

data
SEPUTIP RN G W SRR SET T RS B SRS U
I

it

Internet Packet Header

Figure &.

+_

4=

+

E

+——

e

+—+

i

.

!

+
!

+
!
+
!
+
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Mow the first fragment that results from splitting the segment after
d824 data octets,

B 1 pid 3
P12345678901234567898123456788381
e St ek et Sk S B S S e et
iVer= 4 l[HL= & !Header Checksum! Total Length = 3348 !
APPSR ST S WA W S S S S S S ST R S B S e et
! T05 = 8 ! Id = 111 IFig=1! Frag Off = B !
PR G PRSI G S S G S R I S S ST S S S
! Time = 119 ! Pointer = 4 ! DAL = & ! SAL = B !
L S . f e o S e S
¥ destination address
S s Tt n et o e S s Tt o et et St Sl et
!l dest. cont. ! source address
R e s s s s et et S S
! source cont. ! padding = 8 !
AV W P RSSO SIS S SR R ST R W S S SR S B S WSS A
1 data
(' T e e T s Tt e e
data

b — a— =

T o s
S S

data
R R B s S St et s e o e e e ot Sl St o
! data
B B S e B e o Sttt st et e B S e S Sty Bl S St sty

s

Example Internet Packet Header

Figure 5.

e T
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And the second fragment.

a 1 2 3
BlZ234S5E72829R12245678308123456783801
e kT T e e S S e e
IWWer- &4 I[HL= & !Header Checksum! Total Length = 3846 !
T o o T T B e e . ot (T e S o b e
! 105 = 8 ! [dd = 111 IFIg=R! Frag Off = 43!
e S S T R e e R B o e
Time = 119 ! Pointer = 4 | DAL = 5§ ! S4L = B !
S B R s s st St S S S
destination address !
B S e L et SRS T s
dest. cont. ! sgurce address !
SSTRPRR U TORI Y TS SRS H RS S ST ST BB A Y SIS E s S S N M S SR SR S S BERt RS A
source cont. ! padding = B !
BRSNS S S SR S S T S ST S S, SR S T S e Rt =
data !
S SN ST SR ST N S WA S S U S S S Tt Syt B S e wt P R
data 1

data
I PN T TSN TP RPN SPMMP SRR SR SO SOOL MNOK INIOE AN SOoE [Nt I SPROY RS BSSY B R R S
data !
B e S e Tk ot Sl LR SO S S S S

!
+
!
+
!
+
!
+
!
4
i !
AY %
M A\
! 1
+ +
|

+

Example Internet Packet Header

Figure B.

((
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Example 3:

In this example us shou an example of a header containing options.

B 1 2 3
B123456738908123456789812345678881
T T P T L Ml ot st 8 T R B S ot ot oo
Wer- § V[HL= 8 !Header Checksum! Total Length = 1232
T Tt e T B B St ot At oot o s o
! 105 = 1 ! Id = 111 IF Ig=4! Frag Off = B
s L st B e e St St E s St St S ot oty sty sy st et et bt o ot st v comr g poede shens e
! Time = 123 ! Pointer = 3 ! OAL = B ! SAL = ¥
F-t—F—t—F—F—F-F-t—d=f=d=f=d ===ttt —F—F—F === ===t —t—+
' destination address 1
e R S St T L ST B T SR Rt Tl ol Sk St sl Mach st s ek sty stk bk ahoty st Jhente chuts st st o M
! destination continuad ! source address
T T s s ks st ot e T (ol Wl B L et ok Sl
! source continued ! Opt. Code
e e T St T T S T R e e o
! Opt. Len.=4 ! option value ! Opt. Code
e Tt T I S S L et
! Opt. Code = y ! Opt. Len.=3 ! option value ! Opt. Code
O S S S S S B s . ot e DT et B Tt L SRt ot
data

1
1
e i i it

|
T
-

+ 8 4+ 0 4+ 8 +
+
1
-

S S

tlata
B N T s T o S e e e o ot T Tt o el ot St Lot St (s Sl o
data
N T e T S S e S N Tty et St st St St Sty St St St Bt

e L

-

Example Internet Packet Header

Figure 7.
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4. VERIFICATION

Reqguires further research.
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5. [IHPLEMENTATION

5.1. HWhat not te leave out.

5.2, User Interfaces
?77?
5.3. HMechanisms
777
5.4, Data Structures
7
5.5. Program sizes, performance data.
77
5.6. Test sequences, procedures, exerciseor.
777
5.7. Parameter values: timeouts, segment sizes, buffer strategies.
7?7
5.8. Debugging
7?7
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GLOSSARY

1822
BBN Report 1822, "The Specification of the Interconnection of
a Host and an 1HP", The spacification of interface betueen a
host and the ARPANET.

Address

An address is a variable length oquantity (in multiples of
octetsl).,

ARFANET message
The unit of transmission betueen a host and an IMP  in  the
ARFANET. The maximum size is about 18127 octets (289 bits).

ARPANET packet
A unit of transmission wused internally in the ARPANET between
IMPs., The maximum size is about 126 octets (1BB3E bitsl).

DAL
Destination Address Length, an internst header field, uhich
specifies the destination address length in octets.

Destination
The (variable’' length) destination address, an internet header

field,
DF
The Don't Fragment bit carried in the type of service field.
DGP :
DataGram Protocol: A host-to-host protocol for communication
of rau data,
Flags
An internet header field carrying various control flags.
fragment

A portion of a logical unit of data, in particular an internet
fragment is a portion of an internet segment.

Fragment Dffset

This internet header field indicates uwhere in the internet
segment this fragment belongs.
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header
Control information at the beginning of a message, segment,
packot or block of data.

Identification
An internet header field identifying wvalue assigned bu the
sender to aid in assembling the fragments of a segment.

[HL
The internet header field Internet Header Length is the length
of the internet header measured in 32 bit words.

InP
The Interface Meossage Processor, the packet suwitch of the
ARPANET.

internet fragment
A portion of the data of an internet segment with an internet
header.

internet packet
Either an internet segmnent or an internet fragment.

internet segment
The unit of data exchanged betueen a pair of internet modules
{includes the internet header).

leader
Control information at the beginning of 2 message or block of
data. In particular, in the ARPANET, the control information
on an ARPANET message at the host=IMF interface.

MF
The More-Fragments Flag carried in the internet header Flags
field.

module

An implementation, usually in software, of a protocol or other
procedures,

more-fragments-flag j
A flag indicating whether or not this internet packet contains
the end of an internet segment, carried in the internet header
Flags field.
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NFD

The Number of Fragment Blocks in a portion of an  internet
packet. That is, the length of a portion of data measured in
& octet units.

octet
An eight bit byte.

Options
The internat headsr Options field may contain several options,
and each option may be several octets in length. The options
are wused primarily in testing situations, for example to carry
timestanps.

packet
A packaye of data with & header which may or may not be
logically complete. More often a physical packaging than a
logical packaging of data.

Padding
The internst header Padding field is used to ensure that the
data begins on 32 bit word boundary. The padding is zero.

RTP
Real Time Protocal: A host-to-host protocol for communication
of time critical information.

SAL
Source  Address Length, an internet header field, which
specifies the source address length in octets.

segment
A logical wunit of data, in particular an internet segment is
the unit of data transfered betueen the internet module and a
higher level module.

Source
The (variable length) source address, an internet header
field,

TCP

Transmission Control Protocol: A host-to-host protocol for
relialbble communication in internetuork environments.

Total Lenath

The internet header field Total Length is the length of the
packet in octets including internet header and data.
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Tupe of Service
An intoernet header field which indicates the type of service
for this internet fragment,

YVersion
The Version field indicates the format of the internzt header.

KMET
A cross-net debugging protocol.

[Page 341 . Postel



