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EHRICHED INTERNET ADORESSING
OF ARPANET REZSOURCES

- AN INTERIM PROPDSAL -

This note discusses a problem which has arisen  wWithin the ARPANET
because of tha uay in which ue've formatted the 24-bit  <REST>
component of the internet source and dastination address fields. The
probilem wuas pointed out to me by Jack Haverty who expressed his concern
relative to TCP. The problem is that the syntax we have chosen is
not rich enough to allou addressing of all the kinds of resources which
may be available on a given ARPANZT  hest. In particular, it
doss not allow for addressing more than a single protocol module of a
given type: to usec Jack's exanple, it does not allow for addressing
each o©of tuo TCP programs on 2 given hoast.
is fairly clear that ue would like to sometimes be able to have
a than one 10F program running cn 2 given host ——  for example in
cazes where a transition from onz varsion to another is bzing mads and
bo'h versions must be available sinultzneously for some period, or
where  testing of @ new implementaticn is being done, or uhere both
cecure  and non-secure versions of the same protocol may be needed,
etc. Maote too that to hosts outside the ARPANET, an .
inside-the-ARPANET port expander, which allous several hosts to share a
single ARPANET address, appears just as @ single host vhich has
multiple TCPs running on it.)

{1t

ilats

Here is the problem in more detail, The <REST> field for the ARPAMET
ie defined to be 16 bits of IMP address followed by 8 bits of host

address. This formot is particularly suited for gateways which
have ta  map internet addresses intoe ARPANET addresses far
construction of an ARPANET leader. Unfortunately, the format is not
so ucll suited for addressing the various protocol modules at the next

level doun wWithin  the designated host. (And, as stated before, it
is not even useful in sclecting one of the several hosts hanging
off a port expandor.) To account for this, we added the <PROTOCOL=
field in the intcrnet header. Right off, this suggests that the

_<PROTOCOL> field is really an address component which has been
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perhaps urongfy  positionsd  {in the header) uwith respect to the
aulidress it gual ifics.

The <PHOTOCOL>  [icld has not been sctup as a pure address component,
hiomrewver ., lte wialus is definod in a internet-uwide fashion. The
lernefit of this is that in order to address an "official” instance
of o given protocol module in any internet host, a source program has
onlu 1o plunk the official valus  inlo the <PROTOCOL> field. This
presumably  is a lol easier than doing 2 lable lookup to determine uhat
the <PROTOCOL>  wvalue should  be, depending on the name of the

destination host, On the other hand, the fact that the wvalue
is internct-uide prevents a particular host from having its oun
"unofficial” wversions running in poraliel with {or even instead of)
the official protocal module, because they aren't allowed to

specify  their oun <PROTOCOL> wvalues.

There are several waus we might get around these problems. An easy way
uould be tao make the IMP and HOST fields in <REST> be & little shorter
anc thus free up some of the 26 bits for uwse as "address gualifiers"”
that are interpreted only by the destination host. The gateways would
hoave to be a little smarter, but not much, in order to extract the
armaller  IHP and host specifications and exiend them before placing them
in the ARPANET leader.

A srcond uay to got those address gualifiers is to change the ARPANET
"™ te not wuse all 1B bits of-the INP or all & bits of the host
cpecifications.  Then the gateuway necd not change.

Trose address gualifiers could be used in soveral ways, The one which
afiects the uss of the <PHOTOCOL> field the least, is to consider them
ta designate "pscudo-hosts" at the  destination. (This vieu is
consistent with thz motion of an internal gateway within each internet
host, and also adheres to the requirement of the Internet Protocol
Specification that a given physical host be able to look like several
cdistinct {logicatl hosts.) Each pseudo-host could support a
single instance of cach "official" protocol. Pseudo-host zero would
support  the true  internst-uide version, while the ©others could
support the experimental ones, sduy.

This colution then allous one real host to have multiple instances
af a given protocol mociu l e. Some special partitioning of the
pooudlo-host numbers would be needed in order to allow each of the hosts
on a port expander to also have nmultiple instances of a protocol
mocdule, but this is easily legislated by the ouners of the port
expander. {lihen @ host has @ new protocol module available for general
ume, it must publish its address; each host which wants to use the neu
mocule may want to provide - its users a nane-to-address lookup tu1
- enable them to  retrieve the new address. These are

[Page Z]



IEN BZ
Caeiched Internet fddressing of Arpanet Hesources

considerations of  come  importance to implementors, but pot to this
propaer. )

Intlerestinglu, it appears  that the ARPANET people  may slep in  and
cave  us from  this problem even if we do nothing about it. (In view of
this, the proposals made zbove may simply be though of  as interim
colutionz. ) In late spring 1979, they intend to implement a nunber of
cohincoments to their host addressing capabilities such as
Larroadeast addressing, rulti-heming, and logical acdressing. Hith
lonical atldressing, soveral AHPANET-style addresses uill map into
one physical  host address. Thus, if our internet <REST> field specifies
an ARPPANET logical address, then a number of "pseudo-hosts” can be
identified at the physical host sutonatical ly.

Lell, not quite automatically. First, each host which wants to have
multiple inotances of a single protocol will have to implement
ANPAMET  logical host addressing. This means that it must learn to
uee the ney ARPANET  leaders which are reguired for logical addressing.
This may involve a significant prograsming effort. “In addition, it
is not clear that 24 bitls uwill be sufficient to specifu a logical
hoszt address {or a group address, later on); in this event, gateuays may
have to be changed to map from the 24-bit <REST= specification to the

longer - logical  host specification. This is tousher than simpluy
doing the field expansion required to implemsnt pseudo-hosts under
the eurrent schome. (However, 1 doubt that more than 24 bits will

really be needed for any of these nesu addressing modes. |

I think the important point to bs mzds hare is simply that we should
make sure to provide a little richer addressing capzbility in our
24-Nit <AEST> field than ue have to cate. This goes retroactively for
the ARPAMET,  bul is a concern for all other nets as well. HWe should
also tdecide whether the use use of psecdo-hosts is @ satisfactory
mechanism  for supporting multiple copies of a given protocol module on
a single host.
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